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Tax Season = Tax Phishing
Have you received one of these emails yet?

"Hi, we're the IRS, and we're contacting your
business with some completed tax forms," or, in
some variants, "We're contacting you with some
tax forms you need to fill out and send back to
us."

Again, given the timing of tax season, this is not
at all out of the ordinary. A surprising percent-
age of email recipients are opening the included
attachments.

Simply opening the emails won't doom you, but
if you enter the password required to unlock the
file attached to the email, you will doom your-
self. Emotet will be installed in the background
along with whatever additional malicious pay-
load the hackers want to inflict on you.

In addition to that the malware will rifle through
your address book, absconding with the email
addresses belonging to your contacts. It does
this so it can use those addresses in future
reply-chain attacks, thus extending the longevi-
ty of the campaign.

There's no good defense against this kind of
attack except for vigilance. The standard email
defenses apply here. Never open an attach-
ment from someone you don't know. In cases
where the recipient seems to be a government
agency, call to verify that they have, sent you
something that needs your attention, and exam-
ine the email closely.

Be careful out there.
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Tech Tips That Will Take You
To The Next Level

Most business owners want nothing
more than for their businesses to be
successful. This is much easier said
than done since there are so many
variables involved. One of the most
frequent that can be difficult to
control is employee productivity.
With so many businesses operating
remotely, productivity has become
more of a concern than ever before.

Even for employers who have
employees working in a physical
office, there has always been a
concern over how to increase
productivity. In the age of the
Internet and cellphones, distractions
are everywhere. Additionally,
employees seem more prone to
burnout these days, and working
them too hard will lead to turnover or
even a decrease in productivity and
quality of work.

If you want to ensure that your
business stays as productive as
possible, you must have the right
tools in your toolbox. There are many

different apps and websites designed
to increase productivity, and we’ve
gathered five of the best.

Barracuda

Have you ever caught yourself or
your employees scrolling through
social media during work? Social
media is incredibly addictive and
even the most productive employees
can find themselves drawn to
Facebook or Instagram when they
have the opportunity. Barracuda will
allow you to ensure that this never
happens in your workplace. If you
have employees who are constantly
on websites that are irrelevant to their
job, you can block their access with
Barracuda. Now those minutes spent
scrolling through Instagram can be
spent on more productive tasks.

SharePoint

Have you ever needed an important
document that you didn’t have access
to? Did you have to e-mail someone
and ask them to send you the file or
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share access with you? If this is a common problem in
your workplace, you need to try SharePoint.

SharePoint will serve as a database for important files
that anyone in your business may need at any time.
You won’t have to wait for someone to share the files
with you anymore. Keep in mind that SharePoint still
requires a level of organization so that files are easy to
find.

TimeCamp

TimeCamp is one of the most useful productivity apps
available right now. With TimeCamp, you can track
how much time your team is spending on any given
project. It will break it down by specific apps and
websites so you can see where most of their time was
spent. You'll also get to see analytics and determine
how they are performing. TimeCamp will help you
keep your budget in check and ensure that no task or
project goes over budget.

If clocking has been an issue in your business,
TimeCamp can help there, too. This program can be
used as an easy attendance-tracking tool as it has
functions for clocking in and out, tracking overtime,
automating payroll and reporting leaves. It's simple to
use and comes with endless benefits.

“To get the most out of your
business, you must ensure that
productivity is maximized
wherever possible.”

Slack

If your company is operating remotely, or if you have
certain employees who aren’t working in the office,
how are you communicating with each other? E-mails
can be easily missed, and unless you provide your
teams with work phones, texting is iffy at best. Slack
takes all of the confusion out of the mix and gives you
the best group messaging option.

Employees will stay up-to-date on recent developments
within the company. You can also create specific
groups if you need to get a message out to a particular
team or group of people. Slack has worked wonders for
many organizations throughout the pandemic and is a
foolproof way to increase productivity.

Asana

Asana is one of the best project management tools on
the market. With this program, you can plan projects
in advance and set up task lists to ensure that
everything gets completed on time. You can also keep
your team informed about any new developments
with Asana’s messaging and commenting system. If
you're overseeing a team that is working on the same
project, then Asana is a must-have for your company.

To get the most out of your business, you must ensure
that productivity is maximized wherever possible.
There are many new websites, apps and programs
designed to encourage productivity in the workplace.
You just have to find what works best for your
business. If you're unsure of where to begin, give some
of these programs a try.

Free Report: What Every Small-Business Owner Must Know About

Protecting And Preserving Their Company’s Critical Data And Computer

This report will outline in plain, nontechnical English the common mistakes that

PROTECT
YOUR NETWORK

“What Every Business
Owner Must Know About
Protecting and

Preserving Their
Network”

Don’t Trust Your Company’s
Critical Data And
Operations To Just Anyone!

many small-business owners make with their computer networks that cost them
thousands in lost sales, productivity and computer repair bills and will provide
an easy, proven way to reduce or completely eliminate the financial expense and

frustration caused by these oversights.

Get your FREE copy today:
www.sublimecomp.com/protect
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Shiny New Gadget
Of The Month

Garmin Venu 2
Plus Smartwatch

One of Garmin’s newest
smartwatches is setting the
standard for the industry. The
Garmin Venu 2 Plus
smartwatch comes in three
different sizes and in various
colors. With the Venu 2 Plus,
you can connect the
smartwatch to your mobile
device, make phone calls and
send text messages - all hands
-free. The best functions of this
smartwatch all relate to health
and wellness since it gives you
greater insight into your
stress, hydration and
respiratory levels. It can also
keep track of your sleep
patterns, heart rate and so
much more. The smartwatch
holds nine days of battery life,
so it’s perfect for backpackers
and hikers. If you're looking
for a great smartwatch, look
no further than the Garmin
Venu 2 Plus.

Are You A Good

Remote

Leader?

We have reached a new age in the workplace.
Back in the 1980s, business books and seminars
encouraged managers to meander around the
office, chat with colleagues and try to gather
valuable information around the water cooler.
Now managers are working remotely, and it's a
completely different world.

It’s not always evident who the great leaders are

in a remote setting, and you may have wondered |

at some point if you are even good at it.
Truthfully, we don’t have enough data yet to
accurately evaluate what differentiates a great
remote leader from the rest. But from my insights
and experience running a fully remote company
for 25 years, I've put together five questions that
help determine if a remote leader is above
average or not.

e Areyou great at setting goals?
e  Areyou great at hiring?
e  Areyou great at delegating?

e Does your compensation system reward
high performance?

e Do you always do what you say you will do?

If you can answer yes to all five of these
questions, it’s likely that you are a great remote
leader. These are essential leadership qualities for
any setting, but they become amplified with
remote work. If you set unclear goals in an office,
you can easily clarify when your team has
questions. This becomes more difficult when
working remotely.

If you aren’t great at hiring, you will notice these
mistakes quickly in an office environment - but
it’s difficult to tell if you hired the wrong person

in a remote setting. Additionally, you have to
be great at delegating tasks and following up
to make sure the work is being completed in a
remote setting, because you can’t physically
see the process.

In a traditional office setting, peer pressure plays
an impactful role in influencing your employees’
behavior. When you remove the peer pressure,
compensation becomes the biggest driving force,
so you need to make sure your compensation
system is rewarding the right behaviors.

If you're wondering about the final question’s
role in an office, it's actually quite simple. You
need to build and maintain trust in your
workplace, and this becomes more difficult in a
remote setting. That’s why it’s important that
you always follow through

on your words.

The remote workplace is here to stay, and it
may take some adjustment to become the same
caliber leader that you were in a traditional
office setting. If you ask yourself those five
questions every day and make the necessary
adjustments in the categories you fall short in,
before you know it, you'll become a great
remote leader.

Dr. Geoff Smart is the chairman and founder of ghSMART, a leadership consulting
firm that exists to help leaders amplify their positive impact on the world. Dr. Smart
8 and his firm have published multiple New York Times best-sellers. He stays active
in his community and has advised many government officials.

Client Spotlight: Buy Floors Direct

In 2002, local owners David Turner and Chip Hooper set out with a vision to
create a better way to bring quality flooring to the public. The two long time

Floors Direct flooring executives recognized that the only choices people had to purchase

flooring was through home centers, traditional retailers or salvage stores.
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They realized there had to be a better way to purchase first quality, name

brand flooring without the added retail expenses. In 2004, Turner and Hooper’s vision became a reality when Buy
Floors Direct opened the doors to its first warehouse store in Antioch, TN.
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Retain Top Talent By
Teaching Them To Grow  with their work.
Throughout the course of
2021, Americans left their
jobs in droves due to a
combination of factors. In
fact, an analytics firm,
Visier, estimates that 1 out
of 4 workers left their jobs
in 2021. If you own or
operate a business, this
news can be worrisome.
One of the best ways to try
to retain your employees is
to coach and encourage
them to grow so they don’t

Decide if they’re a
master in their role,
are still growing or
are just beginning.
Keep an eye on your
beginners and
growers to ensure
they are satisfied
with their work. If
they’re not, have an
open and honest
discussion with

feel stagnant and bored

If you don’t know where to
begin, you should start by
evaluating your employees.

them. For employees who
have mastered their jobs,
encourage them to try a
new role or take on
different responsibilities so
they can learn new skills.

6 MONTHS LATER

“Obviously, we need to readjust
to in-office meetings.”
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